Surveillance & Society
Special Issue on ‘Surveillance and Criminal Justice’ Part 1, 4(3): 257-271
http://www.surveillance-and-society.org

Drug Detection Dogs and the Growth of Olfactory
Surveillance: Beyond the Rule of Law?

Amber Marks1

Abstract

Since the introduction of the Human Rights Act 1998 in the United Kingdom, a significant expansion in the
use of drug detection dogs, the most common tool of olfactory surveillance, has taken place with relatively
little debate, without specific legislative authority and in the absence of a code of practice. In contrast, the
use of the dogs in New South Wales, Australia and in the United States has been the subject of Supreme
Court decisions, and in New South Wales, of parliamentary legislation and an independent review by the
New South Wales Ombudsman. This paper will argue that the difficult legal issues raised by olfactory
surveillance are similar to those raised by other forms of ‘new surveillance’ in the criminal justice system and
that the failure of the legal system to deal with these issues in the case of olfactory surveillance could
amount to a dangerous precedent for the regulation of other surveillance technologies.

Introduction

John and Maguire have defined police survelllance as ‘a wide range of methods of monitoring the
behaviour, lifestyles or property of suspected or potentiad offenders- not just visua and opticd,
but aurd, olfactory and dectronic’ (John and Maguire, 1998: 42). Olfactory surveillance is the
monitoring of odour. There are a variety of means for collecting odour (the eectronic nose, Fido
sensor, insect sensors, dogs etc) and a broad range of information that can be obtained from
odours detected (including persond identity, emotiond state, physica hedlth). The police use of
olfactory surveillance to detect cash, DVDs, mobile telephones, firearms, explosives and drugs
has been heauly documented in maingream media. In this paper | will focus on the police use of
dogs to detect the odour of illega drugs.

Drug detection dogs are used to enable the police to detect odours undetectable by human
senses. In this context, a dog is a ‘technology’. ‘Technology’ is defined in the New Oxford
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English Dictionary as ‘the application of scientific knowledge for practica purposes. Drug
detection dogs are trained in accordance with Pavlovian classical conditioning to recognise the
scent of illegal drugs and to indicate their presence to their handlers. Their use is part of the
‘new surveillance described by Gary Marx:

New surveillance is the use of technica means to extract or create persond
data. This may be taken from individuds or contexts. In this definition the use
of “technicd means’ to extract and cregte the information implies the ability to
go beyond what is offered to the unaided senses or voluntarily reported.

(Marx, 2002: 12)

It is the technicd means by which this information is obtained that makes the surveillance
intrusive because it permits information reasonably expected or assumed to be confidentia to be
obtained:

In extending the senses ...they chalenge fundamental assumptions about
personad and socia borders (these after dl have been maintained not only by
vaues and norms and socid organization, but by the limits of technology to cross
them).

(Marx, 2002: 16)

In the United Kingdom, a sgnificant expangon in the use of police drug detection dogs has taken
place over the last decade (Gordon 2003). Drug detection dogs are now regularly deployed on
public trangport routes, in schools and on licensed premises. This development has taken place
with reatively little debate, without specific legidative authority and in the absence of a code of
practice. Ther deployment has not been subjected to any scrutiny and its judtifiability is yet to be
determined. There is yet to have been any chdlenge to the use of drug detection dogs in any
court in England and Waes. Aswith many new surveillance technologies, the rapid expansonin
their deployment and lack of public debate has meant that the chalenges posed have received
little public attention. | seek to identify the legd implications of the UK police's use of drug
detection dogs by first identifying the legd framework within which they operate and then
examining the extent to which the use of drug detection dogs has engaged with this framework in
the United States and Audraia. | will then contextudise the use of police drug detection dogsin
the UK within the legd framework before concluding with some observations on the possible
implications of the failure to properly regulate their use.

The legal framework

The a@m of the rule of law and the right to privacy is to protect the citizen from arbitrary
interference by authorities. Until relaively recently, survellance by the police and security
sarvices in the United Kingdom was entirely unregulated by statute. The principa exception was
the Police and Crimind Evidence Act 1984, which requires lawful authority for stops and
searches and prescribes police powers of stop and search. ‘Search’ is not defined in the
legidation and is traditiondly interpreted as involving physicd intruson that would amount to an
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assault in the event of the gatutory conditions required for a search not being satisfied. The
genera pre-requisite for the exercise of police powers of search is reasonable suspicion. The
requirement of reasonable suspicion is the mechanism whereby the state ensures that officia
action will not be arbitrary (Coheny 1983). Unfocussed trawling for evidence is discouraged by
the European Court of Human Rights and such practices are usualy referred to as ‘fishing
expeditions (Cousens, 2004). The rule of law had until recently, protected the right to privacy
only to the extent of holding that police are subject to the same laws as ordinary citizens (the
concept of congtables as ‘citizens in uniform’) and that no one is punishable or can be lawfully
made to suffer except for adistinct breach of law (Dicey, 1885).

The limited legd protection afforded to the citizen's right of privacy when faced with technica

surveillance resulted in lega challenges to police tactics. Domestic courts found that thisform of
survelllance was not unlawful in English and Welsh law.  In a series of decisons in the 1980s
and 1990s, the European Court of Human Rights held that the lack of legd regulation of phone
tapping and listening devices meant their use breached the privacy of thoselistened inon2 Asa
result, domestic legidation for the prescription of listening devices was introduced.

The pogtion in the United Kingdom has changed since the introduction of the Human Rights Act
1998. It is now unlawful for a public authority to act in a way incompatible with a convention
right. The right to privacy can be defined as the right of theindividua to determine for themsealves
when, how and to what extent they will release persond information about themsdlves. Article 8
of the European Convention of Human rights provides that any interference with the right to
privecy will only be lawful if it isin accordance with the law (the principle of legdity), in pursuit of
alegitimate am (which in rlation to police surveillance would be the prevention and detection of
crime), and a necessary and proportionate response to that aim (the principle of proportiondity).
In order to stisfy the principle of legdity the policing method requires a clear basisin law: either
in an Act of Parliament or a common law rule. A Home Office Circular or st of guiddinesis
incgpable of stisfying this requirement.3

The rdevant law must be sufficiently precise to enable citizens to be aware of the circumstances
in which it is gpplied; the categories of people ligble to be the subject of surveillance and the
caegory of offence which would entitle the police to use such techniques must be clearly
defined. In order to satisfy the test of proportiondity the police must take only such measures as
are grictly necessary to achieve the required objective and the degree of intruson into privacy
must not outstrip the importance of the am pursued (Colvin and Noorlander, 1998).

The incorporation of the European Convention on Human Rights into English law has led the
Government to introduce the Data Protection Act 1998 and the Regulation of Investigatory
Powers Act 2000. The am of this legidation was to provide an al-encompassing legd sructure
for the prescription of surveillance (Taylor, 2002). How dl encompassing the legidation actualy
is, is debatable. It might be that olfactory survelllance could be embraced by the legidation. No
mention of it is made in any of guidance issued pursuant to it. Closed Circuit Televison was

2 Maonev Uk (1984) & EHRR 14; Haford v UK (1997) 24 EHRR 523; Khan v UK (2001) 31 EHRR 45
3 Klassv Germany (1978) 2 EHRR 214; Malone v United Kingdom (1985) 7 EHRR 14
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included in the remit of the Data Protection Act 1998 only after the House of Lords Select
committee on Science and Technology highlighted a concern about a lack of regulation and
central guidance in this area (House of Lords Sdect committee on Science and Technology,
1998). CCTV has been the subject of alarge amount of research in recent years and this has
contributed to the perceived need for its regulation.

The regulation of drug detection dogs in the United States

The US Supreme Court has recently recognized the threet to privacy posed by new surveillance
techniques in Kyllo v. United States. In that case the police had aimed a thermal-imaging device
at the appelant’s resdence to detect heat emanations associated with high- powered marijuana-
growing lamps. Based on the thermal-imaging information, police obtained a search warrant for
the resdence. The Court held that when the police obtain by sense-enhancing technology any
information regarding the interior of the home that could not otherwise have been obtained
without physical intrusion into a congtitutionally protected area, that congtitutes a search, at
least where the technology in question is not in generd public use*. The Court observed that this
would assure preservation of that degree of privacy aganst government that existed when the
Fourth Amendment (the U.S. equivaent to Article 8) was adopted.

Kyllo illugtrates that the concept of physcd intruson needn’t be an impediment to expansion to
the definition of a search but can, on the contrary, facilitate it. The recent US Supreme Court
case of Illinois v Cabdles illugrates that the principa impediment to proper condderation of
police powers is a judicid reluctance to protect the right to privacy from advancing police
technology and that the concept of ‘citizens in uniform’ is only one of any number of means of
expressing this reuctance. In lllinois v Cabdles the Court relied on an assumption that the
detection dog is an infalible detection tool to avoid deding with the constitutiond principle a
stake.

In holding that the sniff of awdl trained dog in the detection of contraband did not amount to a
search the mgority distinguished the case from Kyllo on the basis that:

Criticdl to that decison was the fact that the device was capable of detecting

lanvful activity--in that case, intimate detalls in a home, such as "a what hour
each night the lady of the house takes her daily sauna and bath." [...] The
legitimate expectation that information about perfectly lawful activity will reman
private is categorically distinguishable from respondent's hopes or expectations
concerning the non-detection of contraband in the trunk of his car. A dog sniff

conducted during a concededly lawful traffic stop that reveds no information

other than the location of a substance that no individua has any right to possess
does not violate the Fourth Amendment.

4 Danny LeeKyllo v. United States533 U.S. 27,121 S. CT. 2038, 150 L. ED. 2D 94; 2001 U.S. LEXIS4487.
The case can be contrasted with the finding by the Canadian Supreme Court that the use of infa-red imaging
equipment to detect the growing of cannabis did not violate the right to privacy on the particular facts of
thecase: Tessling [2004] S.C.C.7 reported in C.L.R. 2005 167-168
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Ginsburg J, dissenting, observed the dangerous precedent established in the mgority judgment:
‘The Court has never removed police action from Fourth Amendment control on the ground that
the action is well caculated to gpprehend the guilty.” The European Commission of Human
Rights has observed on this point thet if the field protected by the right to privacy were limited to
those aspects of private life in which the public authorities have no interest, article 8 would be
largely divested of its substance and that the crimindlity of the information: ‘is a consderation
relevant to the question whether the interference is judtified, but does not disprove the very
existence of thet interference.’>

Souter J, aso dissenting, pointed out that the assumption that the detection dog is infdlible isin
any event a fase factuad premise ‘The infdlible dog...is a creature of legd fiction. Souter J
quoted from a body of expert evidence relied on in this case which showed that dogs gave fase
positives between 12-60% of the time and that 80% of US bank notes was contaminated with
aufficient traces of controlled substances to cause a trained dog to alert to their presence. Souter
Jhdd that:

in practice the government's use of a trained narcotics dog functions as alimited
search to reved undisclosed facts about private enclosures, to be used to justify
a further and complete search of the enclosed area. And given the fdlibility of
the dog, the sniff is the first sep in a process that may disclose "intimate detalls'
without revedling contraband, just as a therma-imaging device might do.

Importantly, Souter J, recognized that Kyllo and Illinois v Caballes raised the same issue; the
engagement of privacy in the use of new survelllance technologies,

in practica terms the same values protected by the Fourth Amendment are at
gteke in each case. The judtifications required by the Fourth Amendment may or
may not differ as between the two practices, but if congtitutional scrutiny is in
order for theimager, it isin order for the dog.

Souter J opined that the use of a drug detection dog is an intrusive procedure in itself and relied
on the reason given by Ginsburg J that a drug-detection dog was ‘an intimidating animd’ and its
use ‘exposed [the suspect] to the embarrassment and intimidation of being investigated, on a
public thoroughfare, for drugs’

Only by acknowledging the condtitutiona point a stake were members of court able to grapple
with the chalenges posed by this form of survelllance. Ginsburg J, for example pointed out that
the minority judgment on the illegdity of the dog sniff might be different if the dog was an
explogve detection dog because the need for reasonable suspicion might not apply if there was
an immediate danger of aterrorist attack and dl persons were being subjected to dog sniffs for
that reason. Souter J points out the dangers of the mgority decison by stating that adherence to
it;

5 A v France (1993) 17 EHRR 462 at page 472
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would render the Fourth Amendment indifferent to suspicionless and
indiscriminate sweeps of cars in parking garages and pedestrians on sidewalks;
...[the use of drug detection dogs] escapes Fourth Amendment review entirely
wlessitistreated as a search.

Asillugtrated by the Souter J s dissenting judgment in llinois v Caballes, the Courtsin the United
States are beginning to question the assumption that the dog is a rdiable detection tool. This has
implications for determining whether an indication from a dog can amount to reasonable grounds
for conducting a traditiond search. In the Didrict Court of Apped of Horida in the case of
Mathieson it was held that the prosecution bore the burden of proving the existence of
reasonable gounds and the fact that dog had been trained and certified by the relevant body
was not in itsdf sufficient to overcome that burden. The prosecution would have to prove that
the officer reasonably believed that the dog would only exhibit the aert behaviour if contraband
was present; that the dog was trained to refrain from derting to residua odours and provide a
record of the dog' sfalse dert rate.

The Regulation of Drug Detection Dogs in New South Wales, Australia

The lack of regulation of drug detection dogsin the United Kingdom can aso be contrasted with
the postion in New South Waes where the Police Powers (Drug Detection Dogs) Act 2001
commenced in February 2002.6 It was introduced following a loca court decision in Police v

Darby  in which the magidrate held that the behaviour of the sniffer dog amounted to an illegd

search and excluded the evidence of the drugs found as a result on the grounds that offence of

cannabis possession was not ‘o crimindly serious and that the implications for civil liberties of
the police practice were ‘so great’. A range of views were expressed in NSW Parliament about
the degree of embarrassment that might be associated with an approach by a drug detection dog
and whether such embarrassment was an acceptable consequence of enforcing the state's drug
laws. Severd community-based organisations (including Redfern Legd Centre and the NSW
Council for Civil Liberties) have opposed the use of the drug detection dogs on the basis that the
use of the dogs infringes civil liberties and the privacy of persons sniffed and searched.

The Police Powers (Drug Detection Dogs) Act was introduced with a primary god of targeting
drug supply related offences. The Act authorizes a police officer to use a drug detection dog to
sniff a person the police officer is aready authorized to search for the purpose of a drug offence.
The Act further enables police to carry out ‘generd drug detection’ without a warrant in
authorized public places such as licensed premises, sporting and entertainment venues, and
prescribed public transport routes. Police may aso carry out ‘genera drug detection’ in other
public places such as streets and shopping centres upon obtaining awarrant pursuant to the act.

The Act does not refer to the use of drug detection dogs asa‘ search’ but the legidation amounts
to recognition that their use as an investigative tool requires regulation and parliamentary scrutiny.

6 The substantive provisions of the Act have been moved to Part 11 of the Law Enforcement (Powers and
Responsibilities) Act 2002
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Included in the Act” was a requirement that the NSW Ombudsman scrutinize and report on the
initid police use of powers conferred by the legidation. The Ombudsman’sreport isdueto be
published in November 2006. An interim discussion paper was published in 2004 and outlined
some of the issues that had been raised by their research. The review employed a range of
research methodologies including consulting with stakeholders such as police and community
groups, direct observation of police usng drug detection dogs; inspecting records of police use
of the powers, examining court decisons, and analyzing complaints.

From 22 February 2002 to 21 February 2003 the drug detection dogs made an indication of the
presence of an illega substance on 4078 occasions. Police located drugs in 1110 (27%) of the
4078 searches conducted after drug dog indications. No drugs were found in the remaining

2968 searches (73%). Cannabis was the most commonly located drug. On approximately 61%
of occasions on which police found no drugs, the person searched made some kind of admission
that they had persondly smoked cannabis or had been around people smoking cannabis. The
data they have examined to date indicate that when drugs are found following drug detection dog
indications, the quantity is usudly below the amount necessary for a charge of ‘ deemed supply.’8

Many police observed or spoken with during the course of the Ombudsman’s review consider
that a person’s reaction to a drug detection dog might provide them with the reasonable
suspicion necessary to search a person according to the Drug Misuse and Trafficking Act 1985
(NSW). The review observes that the notion that a person’s avoidance of a drug detection dog
could provide police with the suspicion necessary to search a person is complicated by the fact
that some people gppear to be genuinely afraid of the dog. Their avoidance may be because of
thisfear.

Amongs the questions put forward for consideration in the discussion paper are the following:
() Police have located drugs in gpproximately 27% of searches conducted as a result of drug
dog indications. In the context of this rate of finding drugs, is it reasonable to suspect that a
person is carrying illegd drugs solely on the basis of an indication by a drug detection dog? (b)
Does the practice of searching persons who have had some prior contact with cannabis, either
through their own use or from being in the vicinity of others use, reflect fair and effective drug
law enforcement? (c) In what circumstances might it be reasonable to base a decision to search
a person on that person’s reaction to a drug detection dog?

The NSW Council for Civil Liberties (CCL) submisson to the NSW Ombudsman’s discussion
paper (Cripps et al., 2004) stated that drug detection dogs are being used by police:

7 Section 13

8 ‘Deemed supply’ means that although police may have no other evidence that the person found in
possession of drugs was dealing or supplying drugs, the amount of drugs in the person’s possession
indicates that the drugs were not for personal use. The weight or quantity of drugs required for a deemed
supply charge are prescribed in legislation and vary according to the drug type.
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as an excuse to trawl the community. The dogs are being used not so much for
drug detection but rather to arbitrarily stop, search and detain citizens police
would not otherwise be able to.

In some loca area commands, the Ombudsman noted that records with a person’ s identification
details appeared to be made on the police database as a matter of couse, whether or not any
drugs were found on the person and regardless of whether an admission of drug use was made.
The Ombudsman expressed concern that members of the public, who had committed no offence
and made no admissions, and about whom police had no prior inteligence information, were
having their details recorded on the database solely because of an indication by a drug detection
dog. The Ombudsman expressed concern that this record had the potentid to prejudice future
police dealings with this person. According to the CCL the police routinely check to see if there
are any outstanding warrants in relaion to the persons indicated, even when a search has
revealed that police officers suspicion that they were carrying drugs was mistaken. According to
research conducted by the CCL, persons searched are given the mideading impression that they
have to supply their persond details as aresult of being indicated by the dog.

The CCL argues that the inaccuracy of the dogs is compounded by the unwillingness of their
handlers to admit to it because the police ‘will carry a search quite far to discover those (non-
exigent) drugs . The police' s blind faith in the accuracy of their dogs has been shown to prevent
the police from being polite or gpologetic following a negative search and to ingtead persst in
suspecting the person of involvement with illegal drugs. The Ombudsman and the CCL response
both document the existing practice of asking persons searched and no drugs found on them, to
explain why the dog had indicated them to the handler. The person who has been searched
should not have to divulge persond information when a search has reveded that they are not in
possession of any prohibited substances. The CCL observes that the fact that persons indicated
had recently used drugs or been in the presence of those who had did not dter the fact that the
dogs cannot accurately detect people in actua possession of prohibited drugs, let done thosein
possession of large quantities, which was the primary purpose of the Drugs Dog Act.® Any
admission to recent drug contact should not therefore be relied on by the police in testaments to
ther effectiveness. Requests for such information are an unjudtifiable invasion of privacy and the
fact that they are made supports the concern that new surveillance techniques are often used to
monitor unconventiona (not criminal) behaviour and to control members of margindized groups
(LaForest, 2002).

It is dear from the judicia approach to drug detection dogsin New South Wales that without the
legidation, their use is unlikely to have been subjected to any meaningful scrutiny. In Darby v
DPP, the NSW Supreme Court overruled the magigtrate's finding that the dog’s behaviour had
amounted to an illegd search. The facts of the case were, briefly: aplain clothed police officer
trained in dog handling, and other police officers took up postions near to a nightclub in order to
detect illegd drugs. As the defendant walked pagt, the dog flared its nodtrils, sniffed the air and

9 During debate on the Police Powers (Drug Detection Dogs) Act, the NSW Police Minister said in
Parliament that : ‘The Bill is aimed primarily at detecting and prosecuting persons committing offences
relating to the supply of prohibited drugs or plants.” Michael Costa, Minister for Police), New South Wales,
Parliamentary Debates, L egislative Council, 6 December 2001, 19745 second reading speech.
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then sniffed about until he headed straight towards the defendant, at which point the dog then
sniffed around the defendant's genital area, his trousers and his pockets and put his nose directly
onto the outside of the defendant's pocket and sat down. Police officers then searched the
defendant, finding cannabis.

The Supreme Court found that the dog's behaviour did not amount to an unlawful search on the
basis that:

A police officer would have been entitled to walk in the vicinity of the gppellant
and, if he were able to smell cannabis lesf in the agppdlant's possesson, form a
reasonable suspicion sufficient to entitle him to search the gppellant. He would
not thereby commit trespass to the person. Treating a drug detection dog as an
extengon of the police officer, an ad to his olfactory senses, the postion is
unchanged. It matters not that the dog acts differently from the police officer in
the way he detects and indicates, short of bunting and ferreting and putting his
nose on a pocket, the presence of a substance, or that the dog acts under the
encouragement of the police officer. There is dill not a trespass to the person,
and there is not a searchtO ....the generaly accepted connotation of searchis
that it involves looking carefully in order to find something thet is hidden. When it
relates to a person, it carries the implication of some physicd intruson onto the
person (for example by patting down the clothing of such person) or into the
clothing or body of the person the subject of the search.11

The only reference in the NSW Supreme Court judgment to the US Supreme Court case of
Kyllo wasto observe: ‘That is distant from the present case.’ 12

The Supreme Court’s judgment in Darby might be used by some as an illugtration of how the
‘The ideology of condables as ‘citizens in uniform’ operates as an impediment to proper
congderation of the nature of police powers in failing to recognize that police powers are such
that they do not need to commit an offence (e.g. trepass or assault) to ascertain information
about the citizen (Dixon 1997). However the US Supreme Court in Kyllo used the traditional
concept of trespass and assault and their association with physica intrusion to justify expanding
the concept of ‘search’ to include new survellance techniques. In concluding that use of the
therma-imaging device was a search, the Court in Kyllo stressed that the "Government [may not
use] adevice . . . to explore details of the home that woud previoudy have been unknowable
without physcd intrusion.”

10 4t para 62
11 at para 120
12 ibid at para 68
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A Legal Basis for the use of Drug Detection Dogs in the UK?

The only power the police have to search persons in relation to controlled drugs is contained in
section 23 of the Misuse of Drugs Act 1971. This provides that a constable may search a
person, and detain them for the purpose of searching them if a constable has reasonable grounds
to suspect that any person is ‘in possession of a controlled drug’. A congtable carrying out a
search wnder this section is required to comply with Code A of PACE. The primary judtification
for stop and search powers is to enable officers to alay or confirm reasonable suspicions about
individuas without exercisng their power of arrest.13

Do the police have the power to indst the dog sniffs someone the police do not have the right to
search? The Police and Criminal Evidence Act 1984 Code A 2.11 dtates.

There is no power to stop or detain a person in order to find grounds for a
search. Police officers may have many encounters with members of the public
which do not involve detaining people againgt their will. If reasonable grounds
for sugpicion emerge during such an encounter, the officer may search the
person, even though no grounds existed when the encounter began. If an officer
is detaining someone for the purpose of a search, he or she should inform the
person as soon as detention begins. [emphasis added)].

The police evidently do not have a power to stop or detain a person in order for their odour to
be monitored by a drug detection dog. The way in which the dogs are deployed should not
therefore redtrict or delay the person’s movement. Accordingly the Association of Chief Police
Officers (ACPO) Dog Training Manud sates ‘People may not be funndled or individuds
requested to change their direction in order to facilitate the dog's deployment as this may
conditute a search.” However, my preliminary research suggests that people are sometimes
required to change ther direction in order to facilitate the deployment of the dogs. My research
aso reveds a practice by the police of treating evasive action by persons in relation to drug
detection dogs as grounds for a search. There is clearly no legd duty to dlow onesdf to be
sniffed by a police dog unless detained for purpose of a search. There is authority to suggest that
behaving in a manner which is uncooperdtive with the police, but not inconastent with legd
rights, cannot, in itsef provide the police with reasonable grounds to search or arrest the person
(Samues and the Commissioner of Police for the Metropalis). | suggest that a search on the
ground of evasive action is unlawful.

Aswell as being unlawful, searches on the ground of evasive action may amount to a dangerous
breach of principle. The Code of Practice on CCTV recommends that signs be placed so that
the public are aware that they are entering a zone which is covered by surveillance eguipment
(Information Commissioner). The concept of informed consent to survelllance echoes e
principle enunciated in Rice v Connally that the citizen is under no legd obligation to asss the
police with thelr inquiries. The House of Lords Sdect Committee on Science and Technology
attaches importance to the principle that al widespread uses of surveillance should have

13 PACE Code of Practice paragraph A:2
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prominently displayed notices to make members of the public aware of them. At present, when
police take drug detection dogs to railway stations, no Sgns or announcements are made about
their presence. It is current police practice to treat the attempted evasions of a drug detection
dog as reasonable grounds justifying a stop and search under the Police and Crimind Evidence
Act 1984 (Sreatham Guardian, 2003). Asde from the fact that a person may have any number
of reasons for not wanting to be sniffed by a dog'4 the practice goes againgt the principle of
informed consent to surveillance.  The reliance by the police on a person’s attempted evasion of
non-compulsory surveillance as a reasonable ground for searching them under PACE is not the
product of parliamentary debate or legidation. The practice has been recently extended to the
‘voluntary’ compliance with the police use of metad detectors and other forms of eectronic
screening on London Transport.

As we have seen in the discusson of the case law in the United States and Audrdia, it is
possible to define a dog ‘sniff’ as a ‘search’ in which case reasonable grounds of suspicion
would need to exist before a dog could sniff a person. The ACPO training manud States that
except for where aperson is ‘funndled in order the facilitate the deployment of the dogs *...the
use of Passive Alert dogs does not condtitute a search.” Their explanation for this assertion is that
‘The dog is deployed to scent the air surrounding an individud person and indicate the
presence of the smell of category A and B narcotics in the close vicinity of an individud...
ACPO is asserting that because the dog does not physicaly touch the subject, the action does
not condtitute a search. There is an interna inconsstency in ACPO's reasoning: it seeks to
distance the subject from the source of the odour in order to deny that the surveillance amounts
to a search of the subject, and smultaneoudy, to link the subject to the information obtained
from that odour in order to provide alegal basis for any subsequent physical search.

Nether the Home Office nor ACPO appear to have consdered the possihility that lawful
authority might be needed for the use of drug detection dogs.  This failure gppears to be based
on the outdated assumption that an intruson that does not involve a physical intruson does not
require a legd basis. The only guidance in relaion to the use of drug detection dogs is in the
ACPO Police Dog Training and Care Manuad (ACPO, 2002). Where the use of drug detection
dogs amounts to a breach of privacy, it will be unlawful because it lacks a clear basisin law.

When can an indication from a sniffer dog provide an officer with reasonable grounds to carry
out a traditional stop and search? According to the ACPO training manud, it dways will: ‘[T]he
indication of an individua person given by a Passve Alert dog provides grounds for a physica
search.” The accuracy of adog’s odour detection and discrimination appears to have been taken
for granted as a matter of common sense. This practice can dso be found in the UK case law
on the admissibility of evidence of tracker dogs.15> It fals to take account of the large body of
scientific research, as well as recent lega decisions in the United States that cast doubt on the
accuracy of drug detection dogs.16

14 eg allergies, fear of dogs, cultural or religious beliefs.
15 R v Oldfield [2000] CA, No 199904125, unreported and R v Whiteman [2005] EWCA Crim 1145

16 gpace does not permit an a summary of the literature here but a brief summary is contained in Illinois v
Caballes
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Although the possession and supply of drugs is illegd, it is not clear whether the large-scale
deployment of drug detection dogs could be described as a necessary, proportionate and
parsmonious response to the prevention and detection of drug offences. In 1971 the Misuse of
Drugs Act was not conddered to conditute a subgtantia interference with the liberty of the
individua because the number of people using drugs a the time was very smdl (Advisory
Committee on Drug Dependence, 1968). Little was known about the substances being
proscribed (Fortson, 1996): the government acted out of caution (Iremonger, 1970).
Possession offences were created but the principal strategy was one of supply reduction; the
only explanation for the use of drugs among the generd population was the existence of a large
supply of drugs on the market. It was hoped that if this supply could be eradicated, drug use
would desist (Oakes, 1970). The redrictions imposed on individud liberty by the Misuse of
Drugs Act can no longer be easily dismissed on the ground that the proscribed substances do
not congtitute a normal accompaniment of socid intercourse According to the 2004/2005 British
Crime Survey, an estimated 46% of 16-24 year olds had tried an illicit substance at some point
in thar lives, 26.3% had used an illicit substance in the last year and 16.3% had use an illicit
substance in the last month (British Crime Survey 2004/2005). Recrestiond drug users are not
confined to any particular socid class (Parker et al., 1999).17 It has been argued that the
Misuse of Drugs Act 1971 condtitutes a substantid interference with individua liberty in today’s
society because drug use is regarded as a normd part of leisure by today’ s younger generation
(Parker et al.:1999). Far from reviewing its drategy on drugs in light of the increasing numbers
of recregtiond drug users, the deployment of drug detection dogs amounts to a dramatic
increase in its enforcement. In relation to cannabis, it is difficult to see how this accords with the
ACPO guiddines on the policing of cannabis.18

If the dogs are, in actud fact, mainly deployed to detect drug users, it should be noted that drug
use is not in fact a crime. The difference between the possession of a drug and the use of adrug
might seem inggnificant, but it is the point & which the legd line has been drawn. In Pragliola
[1977] Crim. L.R. 612, P was charged with possession of the traces of cannabis found in his
pipe. The court held that the charge was oppressve and could not be judified in the
circumgtances. Police dogs are unable to distinguish between residud scents of illega drugs and
the substances themselves (Marks, 2006). As aresult of failing to recognise engagement of the
right to privecy by the use of drug detection dogs, neither the categories of people liable to
monitoring nor the category of offence which may give rise to such monitoring is anywhere
defined. Consequently ‘surveillance aegp’ has gone undetected and members of the public are
now being monitored for behaviour that does not amount to a crime. Marx has made the point
that such *fishing expeditions or generalised ‘searches shift the burden of proof from the sate
to the target of surveillance (Marx, 2005: 777)

17 see Shiner and Newburn (1997) for acritique of the ‘ normalisation thesis .

18 ACPO (2003), Cannabis Enforcement Guidance. London: ACPO. For further discussion on the re-
classification of cannabis see Warburton, H., May, T. and Hough, M. (2005) ‘Looking the other way: the
impact of reclassifying cannabis on police warnings arrests and informal action in England and Wales',
British Journal of Criminology, Vol.45(2):113-128
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Conclusion

The rgection of the submisson that a dog ‘sniff’ is an intruson of privacy, on the basis tha
odours emitted from a person are exposed to the plain perception of the public at large ignores
the fact that dogs are used precisdy because of their ability to detect and identify odours which
are not exposed to the plain perception of the public at large. This paper has sought to illustrate
that the use of drug detection dogs engages the right to privacy to the same extent as other new
aurveillance technologies in reveding persond information that would previoudy have only been
obtainable by physicd intrusion.

The refusd to treat a ‘sniff’ as search renders the condtitutiond and legidative protection of
privacy obsolete in the face of new surveillance technologies. Treating the dog as an ‘extension
of the police officer’ and excluding it from regulation on this ground, as the New South Waes
Supreme Court did in Darby v DPP, sets a dangerous precedent because the rationade could be
applied to the whole range of survelllance technologies including ligening devices. In failing to
regulate the use of drug detection dogs, there is a danger that the police deployment of new
surveillance tools will develop a logic beyond the reach of the rule of law. This danger is
illugtrated by police reliance on the mistaken premise that if a person has ‘nothing to hide, they
will have ‘nothing to fear’ from their detection dogs and that attempts to evade them should
therefore be trested as grounds for suspicion.  Thisis inconggtent with the law and, as illustrated
by the empirica research into the accuracy of drug detection dogs conducted in New South
Wales, police detection tools are not necessarily as reliable as the police believe. We are
therefore right to fear new detection tools, even when we have nothing to hide, because they are
reaching beyond the rule of law.
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